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Memory-Based Continuous Event-Triggered
Control for Networked T-S Fuzzy
Systems Against Cyberattacks

Zhou Gu"”, Peng Shi”, Fellow, IEEE, Dong Yue

Abstract—This article investigates the problem of resilient con-
trol for the Takagi—Sugeno (T-S) fuzzy systems against bounded
cyberattack. A novel memory-based event triggering mechanism
(ETM) is developed, by which the past information of the physical
process through the window function is utilized. Using such an ETM
cannot only lead to a lower data-releasing rate but also reduce the
occurrence of wrong triggering event. Furthermore, the frequency
of event generation is relatively smoother than existing ETMs.
From the current releasing instant to the next, two periods are
designed. The ETM works only when the first period ends, thereby
avoiding the Zeno behavior that commonly exists in continuous
ETM designs. The control system is then formulated as a switched
fuzzy control system with two modes in each releasing period. Based
on an assumption of secure control, and the proposed ETM, suffi-
cient conditions are obtained to guarantee the exponential stability
of networked T-S fuzzy systems in the presence of deception attacks
in secure sense. Finally, a single-link rigid robot is taken as an
example to illustrate the advantages of theoretical results.

Index Terms—Deception attacks, memory-based event-
triggered mechanism, networked Takagi-Sugeno (T-S) fuzzy
systems.

I. INTRODUCTION

S IS WELL known, most of the physical dynamical sys-
A tems have a nonlinear nature. The Takagi—Sugeno (T-S)
fuzzy model is a popular method to approximate nonlinear
systems by using a set of local linear systems that are interpolated
by membership functions [1]. A large amount of research results
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on the T-S fuzzy model can be found in many fields, to mention
a few, in [2], the T-S fuzzy model was utilized to characterize
uncertainties of active suspension control systems. The nonlin-
ear dynamic in [3] was modeled by an interval type-2 fuzzy
system with bounded lower and upper membership functions.
T-S fuzzy-model-based power management was studied for
energy storage systems in [4]. The problem of H ., control was
studied in [5] for discrete-time T-S fuzzy systems by using a
finite-sum inequality to get a less conservative result.

Over the past few years, cyber—physical systems (CPSs) have
become an emergent approach, which has aroused intensive
interest in the scientific community [6]. The physical elements
among CPSs interact information via network. Due to the ad-
vantages of low cost, ease of maintenance, and high flexibility,
CPS has a wide range of application, and has a high impact on
industrial automation. One of a critical issue in designing CPSs is
the analysis and synthesis of networked control systems (NCSs),
especially for nonlinear NCSs. As a communication media of
control information, the network with a limited bandwidth will
affect the physical processes and vice versa [6], [7].

The previous research has shown that the ETM can make more
effective utilization of network bandwidth in NCSs compared
to the conventional time-triggered mechanism (TTM) [8], [9].
However, there are at least two important issues need to be
considered in designing ETMs: 1) constructing a reasonable
event-triggering condition to generate releasing event at a proper
instant; and 2) making a tradeoff between the network perfor-
mance and the control performance of physical processes. Under
the TTM, the releasing period is fixed, while under the ETM, the
release period is determined by the event triggering condition.
Therefore, the period of TTM usually has conservativeness that
may result in data redundancy during information transmission,
which increases the burden of NCSs. Hence, there is no doubt
that the ETM is a promising alternative to TTM for NCSs, al-
though there are many challenges in theory and implementation,
such as stability and stabilization and Zeno behavior. In the last
decades, the research on ETM has gained fruitful achievements
in the fields of control and filter design [10]. Generally, there are
twofold in developing the ETM: continuous type [11]-[13] and
discrete type [14]-[16]. In [11], the authors designed an ETM-
based NCS using the two-step design method. The interevent
time (IET, the time from the current releasing instant to the next)
was theoretically proven to be positive under some special cases
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in [12], however, for some cases IET possibly tends to be zero,
which is called Zeno behavior. The authors in [13] proposed an
integral-based ETM for linear time invariant (LTI) systems. It
is noticed that the most difficult issue in designing continuous
type ETM for NCSs is to overcome Zeno behavior. For this
purpose, the authors in [17] studied an approach by dividing
each releasing period into two intervals, the first interval is a
waiting period, and the other is triggering period, that is, the
IET is always greater than the waiting period. Another difficulty
for continuous type ETM is the problem of codesign of both the
ETM and the controller. In this context, the discrete type ETM
was investigated in [14]. Under this type of ETM, the discrete
sampling data are utilized in the event-triggering condition. Con-
sequently, the IET is at least greater than the sampling period,
and the controller is convenient to be obtained by converting the
hybrid systems into the delay systems. However, the discrete
type ETM is more conservative compared to the continuous type
ETM. Furthermore, it is hard to use the past information under
discrete type ETMs. In [15], two-step sampling data are utilized
to improve the efficacy of discrete type ETM. On the contrary,
continuous type ETM is more convenient to introduce the past
information into the ETM, for example, in [18], the authors
constructed an integral ETM for fault detection filter design of
unmanned vehicles. However, it is unreasonable for all the past
information with a same weight in each integral interval, which
is a main motivation of the current study.

For NCSs, the signal transmission depends on the network.
Therefore, the control system becomes more vulnerable to at-
tack. The malicious attack may degrade the performance of
control systems or cause severe consequences. Over the past
few decades, much attention has been paid to the issue of secure
control, see [19]-[24] and references therein. For example,
the estimation and detection connected vehicle systems with
consideration of denial of service type cyberattacks were studied
in [19].

The authors in [20] investigated a resilient state feedback
control against DoS attack by modeling the closed-looped NCSs
as an aperiodic sampled-data control system.

The authors discussed the problem of secure control when
the system suffers from replay attacks in [21]. The networked
filtering problem was studied for stochastic LTI systems subject
to deception attacks in [24] and [22] from the perspective of
security assurance. The problem of secure control of LTI systems
considering deception attacks and ETM was investigated in [25].

However, few results concern with the cyberattacks and con-
tinuous type ETM simultaneously for T-S fuzzy systems with
unmatched premise variables, which is another motivation of
our study.

This article mainly focuses on constructing a novel memory-
based continuous ETM and developing a resilient secure control
approach for networked T-S fuzzy systems against unknown but
bounded deception attacks. The main contributions of this article
are listed as follows.

1) A novel memory-based continuous ETM with a window
function that introduces the past information is estab-
lished. This window function like a forgetting factor takes
different weight for the past information. Besides the merit
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of further reducing the data releasing rate, the occurrence
of wrong data-releasing event can be decreased with the
aid of the proposed ETM.

2) The networked fuzzy control system with the proposed
memory-based ETM is formulated as a switched time-
delayed fuzzy system for the purpose of avoiding Zeno
behavior. Taking the unknown but bounded deception
attacks and asynchronous premise variables into account,
acodesign method is put forward in the light of Lyapunouv
theory and some inequalities that can give rise to less
conservative results.

Notation: R"™ is used to denote the n-dimensional Euclidean
space and R™*"™ stands for the set of n x m real matrices. || - ||
represents the Euclidean vector norm. A real symmetric matrix
M > 0(< 0) denotes the matrix is a positive (negative) defi-
nite matrix. He(S) £ S 4+ ST, ® means Kronecker product.
I, indicates a x a dimension identity matrix. I£{-} represents
mathematical expectation.

II. PROBLEM FORMULATION

Inthis article, the following nonlinear physical plant described
by the T-S fuzzy-model will be considered as follows.
Plant rule i: TF 1 (t) i8 G;1, . . ., and ¢4 (t) is G4, THEN

i(t) = (A; + AA(t)z(t) + Biu(t) (0

fori € # 2 {1,2,...,r}, where i means the ith fuzzy rule,
@;(t) and G;; for i€ #,j€{1,2,...,q} denote the jth
premise variable and fuzzy set, respectively. z(¢) € R™ and
u(t) € R™ are the state and the control input vector, respec-
tively. A; and B; are known matrices with appropriate dimen-
sions. Inaddition, A4, (t) = «(t)Ap; denotes the random uncer-
tainty of the system. «() is arandom variable with E(a(t)) = &
and Var(a(t)) = &2. Ay, is a constant matrix that reflects the
nominal uncertainty.

Remark 1: The parameter uncertainty is often induced by
some unknown disturbance in practices. The amplitude of this
kind of uncertainty is governed by a random distribution like the
one in (1).

Define () = [p1 (1), ., (1)] and gi(p(t) = I1_, G
(p;(t)), we can obtain the membership function ;((t)) as

gi((t))
>oim1 9i(e(t)
It is known that 0 < y;(¢(t)) < land Y . pi(p(t)) = 1.
With the aid of center-average defuzzifier, product interfer-

ence, and singleton fuzzifier, the whole T-S fuzzy systems can
be written by

1i(p(t)) = )

#(t) = Z pi(e()[(Ai + a(t) Aoi)x(t) + Biu(t)].  (3)

Suppose the control signal is transmitted over the communica-
tion network atinstant ¢, and {t; } 3° _, is a monotone increasing
sequence. Then, the T-S fuzzy-based feedback control law of the
jth (j € #) rule can be expressed by

Control rule j: IF @1 (ty) i8 G;1, . . ., and o4 (tx) is Gig, THEN

u(t) = Kj(ty) )
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fort € [ti,tx+1), where K is the controller gain to be designed.
Using a similar method, we can get the overall fuzzy controller
as

u(t) = ZM;‘(@(%))K;‘%(%)- (5)

Similar to [26], we assume the membership function has the
following property:

15 (@(tx)) > pjp ((1)) (©)

fort € [t,tr+1), where p; > 01is a known constant.

The control signal is vulnerable to tampering by malicious
adversaries when it transmits over a communication network. In
this study, we suppose the adversaries inject false data into the
control information with the following form:

u(t) = u(t) + a(t) M

where u,(t) = B(t)uq(t) and 5(t) € {0,1} are a random vari-
able with IE{3(t) = 1} = 3, us(t) is the attack signal that
satisfies

lua(®)] < ¢ (®)

where ¢ > 0 is a predefined constant.

Remark 2: For the purpose of evading detection, the adver-
saries usually launch the attack intermittently, here 5(¢) taking
“1” means a successful attack at instant ¢. Besides, the magnitude
of the attack is constrained as well.

Combining (3) and (7), we can obtain the closed-loop control
system for ¢ € [ty, tx+1) as follows:

(0) = 22 3 (el (el + ol An)ele)

+ BiKjx(ty) + B(t) Biua(ty)]-

To alleviate the burden of the network bandwidth, ETM is
adopted in most literature, such as in [14], [27], and [28],
however, the signal discretized by a sampler will lost some use-
ful information that exists between adjacent sampling instants.
Therefore, the conservativeness will be decreased if the designed
ETM can utilize continuous signals from the physical process
that is assumed to be conveniently available. This transmission
mechanism is called the continuous type ETM. Notice that this
type ETM often engenders Zeno phenomena. Motivated by [17],
we divide the releasing interval [t t;41) into two subintervals:
B £ [tk,tk + hl) and .%, £ [tk + hl,tk+1), where 0 < hy <
tg+1 — tg. Itis clear that ) U %5 = [t, tx1). To avoid Zeno
phenomena, the ETM only works after ¢, + h;. It indicates that
hq is a waiting period.

Based on the abovementioned intention, we define

U(t) = e (t)Oe(t) — waT (t,)Ox(ty) (10)

where 0 < w < 11is a prescribed scalar, e(t) is a state error, and
© > 0 is a weight matrix to be designed.
The next releasing event is designed by

tryr = inf{t >ty + hy|0(t) > 0}. (11)
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To get a better performance of the ETM, we will recon-
struct the state error e(t). Before doing this, we first define
a column vector f(v) = col{f1(v),..., fp(v)}, where fi(v)
satisfies ff)hz fi(v)dv = 1. The other items f;(v) fori =2---p
are chosen to satisfy F'(v) = FF(v), where F € RP"*P", and
F(v) = f(v) ® I,,. Based on these definitions, we then define a
new variable that is different from the existing ETMs as follows:

t
I(t) = / F(s —t)x(s)ds. (12)
t—ho
The new state error of the ETM is then defined by
e(t) = Hi(t) — x(ty) (13)

where H = [Inonx(p,l)n].

Remark 3: We call f1(v) in (13) as a window function. The
scale of this moving window is from ¢ — hg to ¢. Usually, fi (v) is
selected as an increasing function in interval [—hz, 0), such as in
Section IV, we choose f1(v) = 57-cos(g-v) forv € [~ha, 0].
That means the earlier the information is, the smaller weight it
has. So we also call this term as a forgetting factor.

Remark 4: Although (11) has a similar format to traditional
ETMs, we can see from (12) that the proposed ETM takes the
past information into account, that is, it is a memory-based
continuous-time ETM since the state error in (13) introduces
the past information from z(t — hs) to x(t) via the window
function. Hence, ho here is called the width of window function
(WWEF).

Remark5: Owning to the average information used in the pro-
posed memory-based ETM instead of the instantaneous state, the
case of wrong triggering induced by some impulse disturbance
can be greatly reduced.

Defining d(t) =t — t), for t € .#; follows that

fat—d@) ten
@t) = {ch(t) —e(t) te S (14)
Then, it has
0 <d(t) <hy. (15)

Therefore, system (9) can be converted into a switched system
with two modes as follows:

#(t) =Y > i) () [Pijon (1) + mi5(1)] - (16)
i=1j=1
fort € [tg,tr11) = 1 U S, where

J(t):{l te s

17
2 te S a7

and
Vi1 (t) = (Ai + adoi)a(t) + B K1jz(t — d(t)) + BBiua(ty)
Vijo(t) = (Ai + aAoi)z(t) + BiKo; HZ(t) — B Kaje(t)
+ BBjuq(tr)
mij () = ((t) — @) Agiz(t) + (B(t) — B) Biua(ty).
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Therefore, K; in (16) is the switched controller gain for
te S withk =1,2.

For convenience of description, in the following, we denote
wi(p(t)) and pj(p(ty)) with pt and uz.’“, respectively.

Assumption I: System (3)is assumed to be stable in the mean-
square and secure sense if the state satisfies

E{||Lz(®)]|} <~?

when the control signal is attacked by adversaries, where  and
L are a given scalar and matrix, respectively.

The objective of this article is to develop a design method of
resilient control using the continuous memory-based ETM in
(11) such that the fuzzy-based nonlinear system in (3) is secure
when the control signal is subject to cyberattacks.

(18)

III. MAIN RESULTS

In this section, the memory-based resilient control design will
be given for networked T-S fuzzy systems (3) in the presence
of cyberattacks.

For convenience of description, we make the following
definitions:

2l o)
¢H(t) £ 27 ()¢ (Da™ (t — d(t)z" (t — ha)z" (t — ha)
ug ()]
5 (1) 2 [T ()¢ (e ()xT (¢t — ha)x" (t — ho)ug (k)]

Oa><[(5—s)a+nu]:|

n seN,s<5
where a =
N, s=6

Before giving the main results, a useful lemma will be pre-
sented first.

Lemma 1 (see [29]): For a matrix R > 0 and a given interval
U, one has

/u Fo.Rdv = 6"(O(F @R (19)
where = [, Fw)z(v)dv, F=

(u £ v)dv) ™
f(w), and F( ) are deﬁned in (12).

Theorem 1: For given scalars 7, o, 9, @, B Pks> his A, @, and
matrix Ky;, the T-S fuzzy system (3) against unknown but
bounded cyberattacks is stable in the mean-square and secure
sense under the continuous memory-based ETM in (13), if there
exist matrices W > 0,0 > 0,Qj > 0, R, > 0, symmetric ma-
trices P, Ay, and matrix S with appropriate dimensions such
that

P = P + diag{0,,e "2 M} > 0 (20)
I — A <0 1)
Vi <0 (22)
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Vij+vj‘7;<0, (i,jG],i<j) (23)
fork=1,2and i,j € .7, where
Y = 07, + e, 1, = 1, + He(To YY)
Vij = Pj(HZj - Ai) + A;
Hijl = Fij + h%H(:)FRIHO + HT(Ql + Q2+ hoR2)I
—6_26}“]1?;@1]14 _ 6_25’12]1?;@2]15
T
76726}” I[l - ]IS Ql ]Il - I[S
Iy — 1, I;— 1,
—e~ 2h2y MoTl, — T (v/0)2 1T
5, = TY + B2 R T + 17(Q1 4 Q2 + haRy)IL
—e PMIT QI — e M IE Qs
" I
_6—25h1 1 Q2 1
I, I,
—e 20T Myl — 17 (vy/0)% 1T — T2 O3
+w[HIy — 13)TO[HT, — T3]
Oy = LLTLI, My = F @ Qa, My = F @ R,
0 —1
7= ([ s )
—ho
Ql = Rl iy 392 = Rl i
S R —-Ry Ry
" I I
‘= He| || P[] 2+d]"
I 3 I,
F = F(0)I; — FI, — F(—hy)I;
Yo = (WIp)" + W)
TY = —To+ (A; + @A)y + B; K113 + BBiTs
TY = —To + (A; + @Aw)T, + BiKy; HI,
—B; K13 + BB;Is.
Proof: See the Appendix. |

Sufficient conditions for the stability of fuzzy systems in the
sense of security have been given in Theorem 1. However, they
are not feasible LMI conditions. Next, we will seek a design
method based on Theorem 1 for the switched controllers and
the memory-based ETM of system (3).

Theorem 2: For given scalars v, o, 5,64,5, Pks hi, A, @,
the fuzzy system (3) against cyberattacks in (8) with a known
boundary is stable in the mean-square and secure sense un-
der the continuous memory-based ETM in (13), if there exist
X >0,0>0Q,>0,R, >0, symmetric matrices P, A; and
matrix S, Y}, ; with appropriate dimensions such that

P + diag{0,,,e 2" M1} > 0 (24)
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it - &,
L I (25)
LXIT, -1
Va <o (26)
piLXTy  —pil
_f}ij + f}ji * *
pilLXTy  —pil x| <0, (i<j) (27)
_pJLXI[l 0 _p]I

fork =1,2and i, j € .7, where

07 = TY + h3E Ry + 17 (Q1 + Qo + haRo)T,
—6725h1 HZQI]LJI — 6726}12 HgQ2H5
T
o 20h I - I a, L - I
I3 —1I4 I3 -1,
—e M2y MoTly — T (7/0)2 116
ﬁlzjl = f‘lzj + h%I[(:)FRIHO + Hf(@l + Qz + hzéz)]h
—6_26h1 ]IZ;QI]I4 — 6_26h2]1g6~22]15
I g I
—28h1 1 Qz 1
Iy Iy
—e  Ph2 [y MyTl, — TE (v/0)2 1T — T2 015
+’ZD[H2 - ]Ig]Té[Hg - ]Ig}
Go— | g | B
S Iy Ry Ry
M= F@Q2, My =F @Ry
I g I I
vy = e | [N (| +s M
I, 3 I,
Yo = If +2If
T = —XTo + (A; + @Ap) X1, + B;Y1;T3 + BB X1
TY = —XTo + (A; + @Ao)) X1y + B; Yo HIy — B;Ya;l3

Moreover, the switched controller gain can be derived by Kj,; =
Y X ~1 for k=1,2, j €. and the parameter of memory-
based ETM is given by © = X 10X 1.
Proof: Using Schure complement for (21) yields that
-y
Mg — A » ] <0. (28)
LI, -1

Define X = 1/1/717 ij = Kkjm Xl = dlag{X A X},

p
Xy = diag{ X, X}, X3 = diag{ X, X, X, X, X, I}, X =

IEEE TRANSACTIONS ON FUZZY SYSTEMS, VOL. 29, NO. 10, OCTOBER 2021

TABLE I
PARAMETERS OF PHYSICAL QUANTITIES

g (N/m?) M (kg) m (kg)
9.8 3 15

L (m)
0.5

diag{Xs, I}, Ai = X3A; X3, Ry = XRiX, Qr = XQiX,
O = XOX,and P = Xp PX,.

Then, pre- and postmultiple (20) with X5, it follows that (24).
Pre- and postmultiplying (28) with X yields (25). Using similar
method, we can ensure (26) and (27) hold from (22) and (23),
respectively. |

IV. EXAMPLE

A single-link rigid robot borrowed from [30] is utilized
to manifest the effectiveness of the proposed method. The
kinematic equation is given as follows:

JO=Wsinf +u

where # and u denote the joint rotation angle in radians and
the control torque applied at the joint in N-m, respectively. M
and m are the mass of the rigid link and load, respectively. g
is the acceleration of gravity, [ is the length of robot link. J =
MI? +1/3ml? denotes the moment of inertia in kg - m? and
W = —(0.5m + M)gl. The other physical quantities are given
in Table I.
By defining a new state variable as

o xl(t) o 0
= L@@] - M

one can model it as a T-S fuzzy system with the format of (1),
of which the parameters can be derived by

0 1 0 1
w  nl’ 2W
JO] 77 0

The related parameters of uncertain matrices AA(¢t) are
selected by & = 0.2 and

0.1 0
Aot = Ap2 = {O 0.1] .

The expectation of successful cyberattacks is 3 = 0.2. The
membership functions are set by p} =1 — Z |z (¢)] and pfy =
Slea (B

The window function of the memory-based ETM in (11) is
selected as

™

filv) = %cos (ﬁv)

fa(v) = ;ﬂsin (ﬁv)

(29)
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GU et al.: MEMORY-BASED CONTINUOUS EVENT-TRIGGERED CONTROL FOR NETWORKED T-S FUZZY SYSTEMS AGAINST CYBER-ATTACKS

0.5
RN | P
N
05 L L L L L L
9 10 1 12 13 14 15 16
Time(sec)
2
1
o
-1
2 L L L L L L L L L
0 2 4 6 8 10 12 14 16 18 20
Time(sec)

Fig. 1. Cyberattacks and the control input based on the ETM with the window
functions in (29) and the parameters in (30).

for v € [—hg,0]. Here, the window function fi(v) for v €
[—h2,0] is an increasing function, which means the more
forward the information, the smaller its weight.

Obviously, [, fi(v)dv = 1,and

I R

2ha

Choose h1 = 0.004, ho = 0.02, § = 0.02, w = 0.1, A = 2,

v =0.5,0=0.3573=0.5p =0.8 p; =0.9,and L = 0.5,

the switched controller gains and the weight matrix of memory-
based ETM can be obtained from Theorem 2 as

® L.

Ky = [—3.0365 —5.6185}
Ky = [—2.7211 —5.3593]
Koy = [—2.7945 —4.8751]
Ky = [—2.3366 —4.8508}
o_ 37134 —os7770] 0

—95.7770  300.3735

T
3 O} . To show the impact

of the cyberattack on the system, we suppose the adversary
launches the attack with the abovementioned boundary param-
eters from 10 s to 15 s, which is shown in Fig. 1. Using the
controller gains and the parameters of memory-based ETM in
(30), we can get the state responses of the system against cyber-
attacks, as shown in Fig. 2. It can be observed that the system
using the proposed resilient controller operates in security when
random false data are injected into the control input. Owning
to the proposed memory-based ETM, only 169 data packets (in
20 s of runtime) are needed to meet the control requirement in
secure sense. The maximum IET is up to 0.75 s. Fig. 3 depicts
the sequence of event-generating instants. From Fig. 4 together
with Assumption 1, one can conclude that this type of attack can
be well suppressed by the proposed resilient control method.

Set the initial state as 2(0) = {E
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Fig. 2. State responses of the system against cyberattacks based on the ETM
with the window functions in (29) and the parameters in (30).

0.8

e
~

b
=3

o
13
T

o
>

o
w
T

Release instants and intervals

o
N}

o

=)

10 12 14 16 18 20
Time(sec)

o
N
IS
=)
©

Fig. 3. Releasing sequence based on the ETM with the window functions in
(29) and the parameters in (30).
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Fig. 4. Level of suppression of the system against cyberattacks.

Next, we take a series of values of WWF (hs) to study the
impact of WWF on the triggering event. By comparing these
data shown in Table II with different WWFs, one can see that
the larger WWE, the less number of data packet are needed to
release into the network. However, it needs the more historical
information to make a decision of data releasing and to obtain the
control input, which may occupy more computation and memory
resource.

Authorized licensed use limited to: NANJING NORMAL UNIVERSITY. Downloaded on July 27,2023 at 12:25:30 UTC from IEEE Xplore. Restrictions apply.



3124

TABLE II
TOTAL NUMBER OF EVENT-GENERATION (/") UNDER THE ETM WITH
DIFFERENT WINDOW FUNCTIONS DURING 0-20 S

WWF A under (29) .4 under (31)
ho = 0.006 224 292
ho = 0.012 192 254
ho =0.02 169 244

0.6

State responses

. \ , \ \ . ,
6 8 10 12 14 16 18 20
Time(sec)

Fig. 5. State responses of the system against cyberattacks based on the ETM
with the window functions (31) and the parameters in (32).

In the first case, we investigate the memory-based ETM with
a forgetting factor. Next we will study the case that f;(v) is
chosen as a constant function, which follows that
1

e a1

fa(v) = h—2v

fi(v)

Then, it has

00
5= [0

Under this case, we can get the following parameters of the
controller and the ETM with the same initial parameters as the
first case

K = :—2.1193 —2.3339:
Ko = :—1.4845 f2.2115:
Koy = [~1.7088 ~1.8309
Koo = :—1.1950 —1.7925:
o [ 224758 —23.1471 | 32
231471 146.3428

Figs. 5 and 6 present the state responses and the sequence of
event-generating instants of the system under the attack ,(¢)
shown in Fig. 1, respectively. From Fig. 6 and Table II, one
can see that the number of data releasing under (29) is much
lower than the one under (31) within the same runtime, however,
the system still be stable in secure sense under the proposed
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Release instants and intervals

@ i
0 2 4 6 8 10 12 16 18 20
Time(sec)

Fig.6. Releasing sequence based on the ETM with the window functions (31)
and the parameters in (32).

memory-based ETM with forgetting factor. Since the window
function is set by an increasing function from ¢ — hs to ¢, that is,
the closer the information is to the current, the more useful it is
to the controller, it is more in line with the idea of control design
in practice comparing with the ETM with a constant window
function.

To further illustrate the proposed method can improve the
control performance against deception attacks, we consider a
scenarios that a standard controller is used to control the system
with deception attacks. Here, the standard controller refers to
the controller obtained without considering cyberattacks in the
design process. By using a similar method to Theorem 2, we
can obtain the standard controller and the parameter of ETM as
follows:

Kiy = [~1.6695 0.7373]
Kz = |~1.3737 0.1557]
Koy = :—1.4672 —1.0060}
Koo = :—1.3653 —0.0479}
o [ 20.2626 26.0320] | 33
210320 1565505

On the other hand, we can get the resilient controller as follows
by using Theorem 2 with the same parameters as mentioned
above except that p = 0.8

K = :—2.1038 —2.3496:
K= |-14734 —2.2272
Kot = :—1.7000 —1.8445:
Ko = :—1.1875 —1.8062:
o [ 22.2626 —23.03201 | )
|-23.0320  146.5505
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Fig. 7. State responses of the system without deception attacks by using

standard controller in (33).
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Fig. 8. State responses of the system with deception attacks by using standard
controller in (33).

It is noted that the duration of deception attacks is set from
2 to 10 s, and the bounded magnitude is given by o = 0.8 to
gain a better presentation of comparison results. Fig. 7 shows
the state responses of the system without deception attacks by
using standard controller in (33), from which one can see that
the system has a good control performance by using such a
controller when there is no attack signal on the system. Fig. 8
implies that the control performance is deteriorative due to the
injection of the deception attack from 2 to 10 s. Under the
same scenarios as in Fig. 8, we can obtain the state responses
shown in Fig. 9 by using the proposed method with parameters
in (34). Comparing with Figs. 8 and 9, one can conclude that
our proposed resilient controller can lead to a better control
performance against deception attacks while the performance
of the system with standard controller becomes worse under the
deception attacks. Meanwhile, both the resilient controller and
the standard controller can guarantee the stability of the system
after 10 s, during which the deception attack is removed.

V. CONCLUSION

In this article, the problem of memory-based resilient control
of networked T-S fuzzy systems in the presence of cyberat-
tacks was investigated. A window function was introduced in
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Fig. 9. State responses of the system with deception attacks by using the
proposed resilient controller in (34).

designing the novel memory-based ETM, by which the past
information is matched with different reasonable weights. Using
such an ETM can result in a lower data-releasing rate, moreover,
the occurrence of wrong triggering event due to some abrupt
state variation can be reduced. To avoid the Zeno behavior, the
ETM was designed to take effect after a waiting period. The
networked T-S fuzzy system was then formulated as a switched
time-delayed system. A codesign method for both ETM and
the switched resilient control were put forward to guarantee
the exponential stability of the T-S fuzzy system subject to
deception attacks in secure sense. Finally, a single-linked robot
was taken as an example to manifest the effectiveness of the
proposed method.

APPENDIX A
PROOF OF THEOREM 1

Construct the following Lyapunov—Krasovskii function as

4
V()= Vi(t) (35)
i=1
where
Vi(t) = G ()PG(1)
2 t
Va(t) = 3 [ 0r (5.Quds
i=17t"hi
0 gt
Vs(t) = hl/ / (aQ(S(S_t)F*(v7 R1)dvds
—hy Jit+s
t
Va(t) = / e (s — t 4 hy)F (s, Ry)ds.
t—ho
Utilizing Lemma 1 and Jensen’s inequality yields that
it
[ or s.@us
t—hy
0
= / e20 2T (t 4+ v)Qoz(t + v)dv
—ho
> e 225 My 3(t). (36)
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It follows that Then, the item of E{V;(¢)} in (39) can be further derived by
t
> T P (s—t) .
VO G 0Pal)+ [ 0o B{c ()Péo(t) + 5 (P60}
+ V3(t) + Va(t) . .
.- =E ¢ ()P | | Gu(t) + 8¢ (£)PCo(t)
=V (b).
From (20) and the properties of f (-, Q;) > Oand F (-, R;) > I, T 1,
0 for i = 1, 2, one can obtain that =E @) I Gi(t)
2
V(t) > V(t) > 0. (37)
T
It is noted that the random variables «(t) and ((t) have the +6¢T (1) I P I Gty (42)
following properties: I
E{a—a(t)} =0,E{8 - B(t)} = 0. (38) Notice that
Taking the expectation of the time derivative of V' (¢) along
the trajectories of (16), we have ME{z" ()Rt} = IE {{ OI] RiloGi(t)}
E{Vi(t)} = IE{ — 26V (t) + 2¢L () Péo(t) By using Jessen inequality [31], [32], we have
t
+25<g(t)PCO(t)} 7h1 /thl F*(Sle)dS
. T
E{Va(t)} = E{=20V5(t) + F (, (Q1 + Q2))} 7 [T — 13 I —
< —( (¢ Q4 43
<—dol P el P lan @

-E {Z e M ((t = hy), Qi)}

E{V3(t)} = E{-26V5(t) + hiF*(t, R1)}

t
- E {hle%hl / F*(s, Rl)ds}
t—h1

Combining with (39)—(43), one can obtain that

E{V(t) +26V(t)}

<E ZZMM’“ [SHGSIO)

IE{V4(t)} S E{-26Vy(t) + haof (t, Ra) i=1 j—1
t
~E {e26h2 / r (s,Rg)ds} NED) HEE Q4 Q2+ hals))
t—ho 2
Similar to the derivation of (36), we can get - Z e 2T (t — hy)Qix(t — hy)
i=1
t
- / F (s, Ry)ds + hi¢T (I RilloGa (t) — e 20257 (1) Mo (1)
t—h
e L-1]  [r
*/ F((s+1), Ro)ds e | P a)
o I3 — 14 I3 — H4
0
< - / CUT(S + t)FT(S)M2F(S)$(3 +t)ds According to Assumption 1, one can come to a conclusion that
ha the system is stable in the sense of security if the state satisfies
< — #T () Mo (t). (40)  (18). Otherwise, if the system is out of the secure filed, i.e.,

. ) E{z?(t)LT Lz(t)} > +2, it follows from (8) that
From (17), one knows that the switched system in (16) has

two modes for ¢ casting into different time intervals. First, we E {x
consider the case of t € .7, that is, o (t) = 1.
From the definition of Z(t) in (14), one can obtain

d t
E{z(t)} =E F(v—t)z(v)dv
{dt /t_hz } E{ Y S it H {He(YoY{)} (1) § =0. (45)
=E{3G@®)}. 41) o1 =1

()L La(t) — (v/0)%us (te)ud (te)} > 0. (44)

From (16) with o (t) = 1, it follows that
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Therefore, for the requirement of security control, it needs
that

E {V(t) + 25V(t)}

ZZuf k§1

i=1 j=1

Y G (1) (46)

where ITY = IT¥, 4 I1;5 + He(YoTY).
Next, we will discuss another case that t € .%,, that is,

o(t)=2.

Similar to (42), one can get

E{dPG®)} =E {coT(t)P

G (t)} : (47)
By using Jessen inequality, we can obtain that

T
I
Iy

t
—hl/ F*(s,Ry)ds < (X (t) [ Go(t). (48)
t—h

It is known that the event-triggering condition ¢ (t) > 0 in
(11) is equivalent to

G (t)(w

It follows from (16) with o(¢) = 2 that

[HI, — T3]"©[HT, — I3] — 13OT3)¢a(t) > 0. (49)

E{SS w0 {He(ty )b alt) b 0. 50

=1 j=1

Taking the security of the control system into account from
Assumption 1, it requires

E {V(t) + 25V(t)}

<E ZZuf FG(t

i=1 j=1

) (51)
L Ca(t)

where IT5 = TI5) + Tlys + He(Yo Y5 ).

In the light of the property of fuzzy membership that
dic H; = Z;:1 #?k =1, one has

ZZM

=1 j=1

=E guﬁ(gu] Zu)

Ch () Ak (t)

t)AiCk(t) p =0
(52)

for matrix A;(i € &) and k = 1, 2.

3127
Then, we have
ZZut G ()T G (2)
=1 j=1
-E ZZuf G OTT G (8)
i=1 j=1
+ ZZM Gt () A (t) (53)
1=15=1
= ZZuf A0 NGk (D)
i=1 j=1
+ ZZM pEGE ()M ()
1=15=1
Combining (6) and (21), we have
ZZM G (OTL G (8)
=1 j=1
ZZ’M’“U’J £)p; (I — Ay)G(t)
i=1 j=1
+ ZZ%H; ) AiCk(t)
=1 j=1
<E{ZZN1#1 ) [pi (T = Ai) + As] Gr(t)
=1 j=1
3T O [ 8,
=1 1<g
(T = Ag) + Ag] Gl } (54)

By borrowing the method of reducing the conservativeness
in [33], it follows that (20)—(23) are sufficient conditions to
ensure E{V(t) + 25V ()} < 0 from (37), (46), (51), and (54).
On the basis of the definition of the exponential stability in [34]
and [35], together with Assumption 1, we can conclude that
using the proposed memory-based continuous ETM, the fuzzy
system (9) with resilient switched controllers in the presences of
bounded cyberattacks is exponentially stable in the mean-square
and secure sense.
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